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W Windows Defender Firewall - o
- ~ 4 W = Al Control Panel ltems * Windows Defender Firewall v |

: endiiime Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender -
Firewall i —
l 0 Private networks e Mot connected ()
¥ Change notification settings
& Tum Windows foﬁ'dﬂo “ Guest or public networks Connected ()
Firewall on or off = —
) Restore defaults Metworks in public places such as airports or coffee shops
‘ nethgs Windows Defender Firewall state: On
Troubleshoot netwiark
" Incoming connections: Block all connections 1o apps that are not on the list
of allowed apps
Active public networks: = Network 4
Motification state: Motify me when Windows Defender Firewall blocks a
nEw app

See also

Security and Maintenance

Metwork and Sharing Center
WP Customize Settings - o *
Lo - 4 i Control Panel » Al Cantrol Panel ltems » Windows Defender Firewall » Customize Settings w & | Search Control P.. B

Customize settings for each type of network

ou € the firewall settings for each type of netwerk that you use.
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:(Encrypting the Message) &l 3 y,aas

def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Decrypting the Message) alu J1 ,ads sld

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the decrypted message

_ decrypted_message =



# Iterate through each character in the encrypted message
for char in encrypted_message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message
decrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message
decrypted_message += alphabet_upper[new_char_index]
else:
# If the character is not a letter, add it to the decrypted message as it is
decrypted_message += char
# Return the decrypted message

return decrypted_message

:(Testing the Cipher) jaaxy jlas

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."
key =5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)
print(decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.
There are twenty three items in the inventory.
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len(keyword)

# Convert each character in the keyword to its ASCIl value

# Calculate the length of the keyword
. = keyword_as_int = [ord(i) for i in keyword]

def vigenere_encrypt(plaintext, keyword):
keyword_length
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¥ Convert each character in the plaintext to its ASCll value



plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

foriin range(len(plaintext_int)):
# Calculate the new character by adding the ASCII value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) alu 21 yaas sld

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriin range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCII value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) jaant jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIJXFVEPIFWGPQEHVYXFVREMZJRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) e lg3t1 alue!

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) pmalat! Jsla adee (i

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key

ali_public_key = mod_exp(g, ali_private_key, p)

ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)

ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ;o (5 juul | ZLial | i 43
# Produce the shared secret key

shared_secret = dh_key_exchange()
print("Shared secret:", shared_secret)

Shared secret: 74b40ad75c4d76edcefd24bcble27bel04c60c22072e0aad65b5a29b60d1ddab
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Robotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis

WY olas
ua\:'-cll&.ﬁ

ﬁ\c Cllé.n

e gl
M‘Y‘j Qusej).”
Ll adaiad |

S A HAL

Sl Fliat! ads

Slo glal | ko
ALY

At ] ot gles o




